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1.

Radio Flashing

What you will need:

» USB Cable C and a Computer with Chrome or Edge Web
Browser installed.

Go to https://flasher.meshcore.io/

Find your device and search for it in the search bar
where it says filter.

For wireless use forgour phone or pc using Bluetooth
select "Companion Bluetooth”, if you are flashing one
for wired operation for a web browser or want a wired
one for your phone use "Companion USB”.

If applicable for nRF units: Click "Enter DFU Mode”
* Select Com Port associated with your radio

Click Erase Flash

* Select Com Port associated with your radio
Finally click flash!

* Select Com Port associated with your radio
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How to pair to the MeshCore App

1.  Download the MeshCore App

2.  Open MeshCore APP
3.  Click Connect on the upper right corner
4.  There might be several devices listed under there.
5.  Select the device that corresponds to the ID displayed on
your radio. This could be something like Meshcore-XX
6. Enterthe pin listed on the device screen. Android

7. You are paired now!

iI0S



MeshCore Companion Radlo Settings

X  Select Radio Settings
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Once paired to the MeshCore app, Select the gearicon -
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MeshCore @ @ i MeshCore ! ¢ Add Channel
02100% * 5SDB5A305 d 0 100% * SDBSA305 X Disconnect

Q  search 1 Channel.. 4 Q_ Search 1 Channe nels e, mesh wide, grou
& Add Contact | con e ed with a secre!
encryption key. You must know the key to send and
Public Public receive messages in a channel.
() f & + Add Channel
% No messages received g No messages re«
»

() Discover Contacts + Create a Private Channel
Secured with a secret key.

B9 My Contact Code

a Join a Private Channel

[J internet Map Manually enter a secret key.

* PublicChannelis the default channel which everyone can see.

K Tools Join the Public Channel
* Toadd new channels you can go to the right and upper corner and "Add Channel” DT © s
e
* There are several options for channels b e
* Create a private channel — Create an encrypted group chat that uses a key that
you can share with others via text or gr code.
* Join a Private channel — Enter in whatever name you desire and enter in the
rivate key provided to you.
. Bublic Channelis already included by default this channel is for everyone to use. . » o . " o
* Hastag Channel - is like a public channel but can be added by anyone without a — —
Shal’e ke(%/ . MeshCore @ & MeshCore . ¢« Channel Notifications
* Scan QR Code —This allows you to scan a QR Code such as another phone to ol i o e S
share a private or hastag chanel without entering information manuallz. & s chemne & e T @ sttt
- Mention a # channel in any channel and you cantap on it to add it i.e. #sfbot. ® : ® - < o o
* If you want to mute a channel so that you do not get notified for messages simply 7 o O
tap on the 3 dots to the right of the channel name. : — e

* Tap notifications, then you can select from 3 options, which mentions only allows
you to only get notified if someone mentions your contact's name or even mute
messages completely.

* Afteryou are finished tap to check mark in the upper right corner.

* You can also remove a channel if needed from tapping on the 3 dots and selecting
“Remove Channel”



MeshCore @ 0
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Commonly Used Channels

#abgbot

* Public ® o

* This is the default channel all companions will have this in their device.

#hamradio

# 8:07AM
* Thisis the most commonly used one for general traffic.
#sfbot
#a bq bot # 27/Apr 6:52PM
* This channel is for using the MeshCore bot. (explained later in this personation). @ s
27/Apr 8:15AM
#Sbet #wardriving
* Similar to #abgbot just separated will work exactly the same. & s
#hamradio g foeahe
* This channel is mostly for general Ham Radio chat but also has the “hfcond” bot command for HF
Band conditions a e

Htest

* Mostly for testing your companion however the “test” and “ping” bot commands are allowed on here.

#weather
* This channelis for the bot and can be used for the “wx”, “aqgi”, and “solar” commands.
* Currently this channel also gives weather alerts for the Santa Fe area.

#wardrivng
* This is only used for the wardriving app to monitor MeshCore coverage. Mute this if you do not want to be
consistently notified.
& abgmesh
* Alittle fun secured channel that is open to everyone, inquire on the public channel.
« Thisis added by joining a private channel with the key.

26/Apr 5:37PM

- ()

Contacts Channels

Map



Sending Your First Message

After getting your companion set up, you can send your
first message on the public channel.

Tap on the Public Channel

From here you can send a message to the whole
network and say hi!

After you send your message you should get a
confirmation with text on the bottom of your last
message saying “Heard x Repeat”.

If you want to see what repeaters you were heard by
you can hold your last message or any other message
and then click "Heard Repeats”.

If you are not receiving a confirmation on your message
you are out of range, too low of power for transmit, or
too high of a noise floor. (covered later in this course)

MeshCore @
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X  Message Actions

Hello world!

0] copy Text

(@) Heard Repeats

W Delete

< (@) Public

Send a message...
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Sharing Contacts

Before direct messaging on MeshCore you may need to share
your contact with someone.

One way of doing it is sending an advert which will share your
contact info to others this is located in the top right corner the
1° of the 3 options. You can also share your location if you
desire by "Share Position in Advert”, This will share your
location with everyone on MeshCore.

The other way is by sharing via QR Code this is done by
clicking the 3 dots, then clicking "My Contact Code”. You can
then either screen shot this to share with others or by
someone using the add contact and scanning your contact by
camera.

You can also share other contacts by tapping on the 3 dots to
the right of the contact
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MeshCore , & Add Contact v

MeshCore “ & 1100% - 5DB5A305 X Disconnect

1100% - SDB5A305
Q Ssearch 1 Channe @ If you know the public key of someone you want to
Q  search 59 Contacts Y 2 Add Contact | contact, you can add them manually without waiting
for them to advert

J Internet Map O+ Public Key (hex)

Tool
% ool |‘_'| Import from Clipboard Link

| ublic
RavenBot . () +  Add Channel
RY)  <bdds63cf...3ce143a1> H Nomessagesrec T AdGERANNEL et Type
) 16/May/24 2:04AM * Flood Chat
() Discover Contacts
Bearcat Repeater (Solar
. 2 Name
R <s9d9731b...5160875d> H 88 \y Contact Code
) 16/May/24 1:59AM - Flood
© 16, 24.1:47AM * Flood
8

A Scan QR Code

* Once you have a contact shared to you, there are several ways to add
the contact depending on how it was shared to you.

1.  Clickthe 3 dotsin the right upper corner.
Click "Add Contact”

From here you can enter in the public key manually, import from P R
clipboard which can be helpful if you received a QR Code via

screenshot or "Scan QR Code” if you have the QR Code to where you V%5 o € '
Ca n Use your camera i Q_ Search 1 Channe 5 psacona | Q_  Search 2 Contacts... 4

4. Thelast ey to add Contacts or Repeaters is by _?oing back to the T — B
dots and selecting “"Discover Contacts” which will allow you to fin S——

contacts that were advertised that were cached on your phone and o

not auto added. e —

* Contacts that were already added will have a check mark by them for ones that have ——
not been added will have the option to add them. "2 sty o

Il—] Copy Public Key
eeeeeee f3...b04c8de1>

5. You can also add contacts via The “Internet Map” as well which will
show you nodes that were shared manually via the “Internet Map”.
You can add nodes by tapping on an icon and clicking "Add Contact”. i
You can also search for a node by searching for it viathe search box 8
below the blue banner. S L =

il
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There are several other contact features you can use ot o S T O it

<0e443fc9...293d7dcd>

BajotumnIT_Base Bearcat Repeater (¢ -<: Share ) 05/Jun/34 2:30AM - C @ Al
o n e S 0 re . @)Y <7c1c83e4..0d2a3504> H @)  <s0d5731b...516b875¢

() 05/Jun/34 1:26AM * Flood ) 23/Apr 6:46PM + Fic %4 Set Path @w fusazizz:;_.asafﬂfb O Favourites
g . Tierra Contenta Solar . FED Repeater 8712 SRR SISl Ou
Many of these features can be utilized in the contact B oo oo @ e X e o v O
; ) : ) « : B )) <83597ea8.1cabse6d> (O Repeaters
8 R Contact
menu by tapping the 3 dots to the right of the o e e — i,
<87afeba1...1ce = <76aed5f9...bd513f33: i Room St
Contactls na me. @ 05/Jun/34 1:13AM e Share @ Zaﬁe/AprfﬂSPM~Fl( D) Fovourte @ ff;g;g??b(;?;eb B
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. () 05/Jun/34 12:47AN ) 23/Apr 5:45PM * Flood Q) < >
There are many features but they vary from Client, . S D oo
@) <0oscozrc asarcinn> 4 ping zero op) Q@ o : -
Room Server, and Repeater. However, Repeater and S § e Bl
R S . . I f t h f t RKE Rpt T114 i Remove Contact — ) 05/Jun/34 1:44AM - Flood
oom Servers are very similar ror these features. P s o 2 o L
5 B A (&) -
Corécts Ch:“:( O revourte Contacts Channels Map Coniacty Chapiels Map
Most options can be accessed from 3 dot menu
important ones that you may use are ping for  Comae 5 e ¢ conn —

repeaters, share, and path options as they may help

for routing for direct messages, room servers, and = o :

I’epeaters. ' liE Flood x v outpath ‘ p

You can also favorite nodes to separate them from the - B o © . e

other ones. But also filter them which is done by the == g o : = hl 2
2t Favourite 8e98( 4

icon left of the search bar. _— ; - '

lo

? 00,00 35.33788, 106.60256 i
- - > Send a Message > @ Permissions >
= istance Away e Distance Away
A A A SRS f = Uunk = 58.61km / 36.42mi
Details will give you additional options but also more e O ramsin : oot e SY— :
@ Chat Client @ Repeater
details about the contact. Such as distance, public key, 3 ver i : D :
Last Advert Heard Last Advert Heard
and last time it was heard by your companion. e : S .
() 27/Apr||/2026‘|0 53AM ) 57/April/2026 12:46PM Y
Path < Share 4 Path < Share »
Hops Away Hops Away
(=) Hemr X @ Remove Contact » Flood 2% @ Remove Contact 4




MeshCore . .
AR < ° Path: Flood

0100% + SDBSA305

Direct Messaging
O s
* Direct messages are routed through specific repeaters = [ ]"“
instead of flooding like group messages e = >
® Lt . oE g ,
* Direct messages are all encrypted. > SRR ET
A SDFGHUJKL
* To message someone directly: ® IR e
1. First select contacts at the bottom right corner of the
screen. - F
Then at the top, search for the contact in the search bar.
Once you have found the contact you want to contact, tap o
on that contact. =
4. Textthem the way you usually do (character limit is 150
C h a ra Cte rS) . X  Message Actions glitching out.
* Messages may fail this is because their device is either not on or you e [ (boe e >
are not getting replies. To correct this, hold the chat bubble down and D comrren ’ e ® B
tap “retry sending” (this may need to be done several time to find a > peuy senang » AWERTY U I'0F
new route through repeaters. 8 cee : B EERT R
Once successful, you should get a confirmation that says + ZxcvENM @
"Delivered” with a check mark along with a hop count or Ok @

direct on the top of the screen.
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Location

Besides messaging functionalities, MeshCore can share
location data.

GPS is likely to use slightly more battery when it is on.

To enable/disable GPS on your device via app:
1. Select the gearicon on the app P
2. Select “Position Settings”
3. Toggle GPS enable or disable
4. Then to confirm your setting click the checkmark in the
upper right corner.
To enable/disable GPS on your device via the device directly:

1.  Use the multifunction button to toggle the menus until you get to the
GPS information menu.

2. Press and hold the multifunction button until you get a message that
the GPS is on/off.

If you want to share your location with everyone on the
Meshcore Network when you advert:

1. Tapthegearicon
2. Check “Share Position in Advert”
3.  Lastly, tap the checkmark to save the settings.

& Settings v <  Position Settings
O+ Manage Identity Key 3 GPS Mode
10 [JEELIEG]
% Bluetooth Settings ’ Your MeshCore device's GPS will be disabled

2 Contact Settings

is setti rsists
> Message Settings » firmware v1.12.0+
A Notification Settings

Q Position Settings

[I) Telemetry Settings

6 Experimental Settings

@ Theme

@ Language
Extra Tools

Import Config

€  Settings v

SDBSA30S
Public Info
9 SDBSA305

O  54b5a30505dd67a3¢30701d27e2a31101 f_O

9 00 o

= 00
[0 share Position in Advert



Telemetry Sharing

Telemetry can be used for various things such as
environmental sensors, GPS location, battery percentage,

and CPU Temperature.

Many of these items on clients have to be granted _
permission which can be done at a contact-by-contact basis

or by everyone.

By default, telemetry is allowed on repeaters without a

password.

To setup permissions form a specific client to share

telemetry:
1. Tapthegearicon

2. Select "Telemetry Settings”

3. Thenselect what telemetry you want shared and include “allow
telemetry requests” to ensure desired users can access the device’s

telemetry.

4. Yes, will allow everyone to access the telemetry, “For Specific
Contacts” will allow only contacts you select via the contact list to

access it.

To allow specific clients to access telemetry on this device:
Locate the contact that you want to allow to access telemetry.
Once located tap on the 3 dots beside the contact and tap details.
Scroll down and tap “Permissions”

From here you can select what you want this specific client to

e S

access for telemetry.

MeshCore
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()
1100% - 5DBSA305 o
Q_ Ssearch 1 Channel...
) Public
No messages received
2 (=) (A}
Contacts Channels Map
MeshCore @ @
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Q_ Search 181 Contacts...

At
w
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<9ff5ae40...1ef387e9>

() 04/Jun/34 11:54PM - Flood

®WsM4 Pocket
<ef27c9c6...5aee53b6>

() 09/Dec/33 3:19AM - Flood

Arroyo tdeck
<e94f57f4..31af1ea2> @
() 02/May 5:21PM * F

Bearcat Repeater (¢ <
<89d9731b...516b875¢
(@) 23/Apr 6:46PM - Flc ‘-(

FED Repeater 8712
<342bcf99...0eca2f3e>
@) 23/Apr 6:41PM * Flc _

dohoho
@ <76aeds9. bds13f33:
) 23/Apr 6:15PM - Fic

Vista Primera

R <6c014a19..795¢7422>
) 23/Apr 5:45PM « Flood

® WsM4 Pocket
. <1e42772c...732aa232>

(=) 23/Apr 5:43PM * Flood

Wst:1l
= ()
Contacts Channels

Details

Share

Set Path

Reset Path

Remove Contact

Favourite

Map

&  Settings v
O+ Manage Identity Key »
3  Bluetooth Settings »
2 Contact Settings »
> Message Settings »
A Notification Settings >
Q Position Settings »
[@) Telemetry Settings »
© Experimental Settings >
@ Theme Auto
@ Language Auto

Extra Tools

Import Config »

¢ Contact

) 27/April/2026 10:53AM

Path
& Flood
%Y Out Path

# Out Path Hash Size
Extra Tools
% Favourite
> Send a Message
Q@ Permissions
[J View on Map
[ View Telemetry
< Share

B Remove Contact

& Telemetry Settings

@ oOther users on the mesh can request telemetry from
your MeshCore device. Please configure how your
device should respond

Allow Telemetry Requests?

® No
Telemetry requests will be ignored
Yes

QO  Telemetry requests will be allowed from
everyone

From Specific Contacts

2 contacts have the telemetry request
O permission

Telemetry requests will be allowed from

contacts with permission.

Include Location in your Telemetry?

® No

Location will be excluded from your Telemetry.

Yes
(6]

Location will be included in your Telemetry.

For Specific Contacts
2 contacts have the telemetry location
O permission
Location will be included in your Telemetry for
contacts with permission

Include Environment in your Telemetry?

v &  Telemetry Settings

From Specific Contacts

2 contacts have the telemetry request
O  permission

Telemetry requests will be allowed from

contacts with permission

Include Location in your Telemetry?

® No

Location will be excluded from your Telemetry.

Yes
©)

Location will be included in your Telemetry.

For Specific Contacts
2 contacts have the telemetry location
O permission
Location will be included in your Telemetry for
contacts with permission.

Include Environment in your Telemetry?

No
@  Environment sensors will be excluded from
your Telemetry.

Yes
O Environment sensors will be included in your
Telemetry.

For Specific Contacts
1 contact has the environment sensors
O permission
Environment sensors will be included in your
Telemetry for contacts with permission.

¢ Permissions v

o These permissions only take effect when your Telemetry
Settings are set to 'Specific Contacts’.

Allow Telemetry Requests?

X No
@®  Telemetry requests will be ignored from this

contact.

Yes
® QO  Telemetry requests will be allowed from this
contact.

Include Location in your Telemetry to this contact?

D No
@®  Location will be excluded from your Telemetry
when requested by this contact.

Yes

O Location will be included in your Telemetry
when requested by this contact

Include Environment sensors in your Telemetry to
this contact?

No
@®  Environment sensors will be excluded from
your Telemetry when requested by this contact.

Yes
QO Environment sensors will be included in your
Telemetry when requested by this contact



Telemetry Viewing

* To view telemetry from a client:

1.

Y ep B e

Find the desired contact to view.

Tap the 3 dots to the right of the contact.
Tap details

Then tap “Telemetry”

This will telemetry that was enabled or allowed
by that user.

* To view telemetry from a repeater:

1.
P

oL

Find the desired repeater to view
Tap the repeater

Tap "Log In” (most repeaters will allow for guest
access)

* If you have trouble logging in you may need to flood as
the existing path might be unavailable. Hold the login
button and tap “LogIn Flood”

Tap guest access on the lower right side
Then tap “Telemetry”

Most repeaters will only give you battery level
and CPU temp.
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Contacts c
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Search 181 Contacts.

Q
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Details

Share

Set Path

Reset Path
Remove Contact

Favourite

) £

< Contact

>

Messag

Name

- Tkr:1

T1

Tkr:1

W 0]

e Favourite = Telemetry

<

Share

<&«

Telemetry

Telemetry Channel

Channel 1

Public Ke
OF g7afi

ey

Position

° 0.0,0.0

Distance Away

> Unknown

Contact

Type

® Chat Client

Last Advert

Heard

2 hours ago

5
) 27/ap

ril/2026 10:53AM

Path

Hops Aw

Flood

vay

R

@

@w

Contacts

2 (@)

RavenBot
<bdd863cf...3ce143a1>
) 05/Jun/34 2:57AM * Flood

DSR
<1663d161...13c00d95>
@) 05/Jun/34 2:40AM - Flood

Raven V4
<0e443fc9...293d7dcd>
() 05/Jun/34 2:30AM - Direct

Aspen %
<093ca2f6...a8afc1f1>
) 05/Jun/34 2:16AM - Flood

Dave Rpt 87124
<83597ea8...1cabBe6d>
) 05/Jun/34 2:16AM * Flood

K9POL Repeater
<8e980ef3...b04c8de1>
) 05/Jun/34 1:47AM * Flood

WM-HGA-RTR
<3e97e57f...a6a485a0>
(=) 05/Jun/34 1:45AM * Flood

KMS5GH MOB REP g8 5o

<fb6c2802...74922f0d>
() 05/Jun/34 1:44AM + Flood

(_Re

peater Login

Aspen &

Authentication Required

Please log in to manage this repeater.

]

Password

©

(]

Remember Password?

Log In * Flood

Some repeater owners may allow guests to

view metrics without a password.

Battery
78% / 3.94v

Position
35 ,-106.
Altitude: 1943.2m

Map Tiles © OpenStreetMap

<&

Repeater Status
Aspen

ﬁ You are logged in as a Guest

“®  View public contact details

Owner Info

‘}g{, Neighbours

)

View zero hop neighbours,

Telemetry
Fetch and view telemetry.

Status

(n]

0
©

Santa Fe

%

Guest Tools
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1 100% * 5DB5A305 : 1 100% + 5DB5A305

Q, Search 113 Nodes... Q_ Search 113 Nodes...

Map Features

* The map tab on the app allows for you to
view nodes on the map that were advertised
with a location.

* This may be helpful for you for locating

repeaters or sharing location with the
"mesh” as a whole.

QO Esri sateliite

Q Open Street Map

* This map will be similar with other tools in
the tool menu.

O Open Topo Map

2 (=) (O NzTopo50

* You can also select different map layers if
you desire.
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0100% * 5DB5A305
Q_ Search 1 Channel 4 O+ Manage Identity Key

i) Fublic : % Bluetooth Settings
No messages receive d

Notification Settings

> Message Settings
A Notification Settings

Q Position Settings

* By Default, you will get notification settings for many things on MeshCore.

* Contact Messages
* These are direct messages received

[I) Telemetry Settings

© Experimental Settings

@ Theme Auto

* Channel Messages
* These are for messages that were received from channels f :Tguage
* Room Messages . o a
* These are messages received from room servers -
* New Messages while Disconnected P —
* This will notify you that messages were received if your companion was disconnected from the ST
app
« New Contact Discovered Voo s chrnlmessge cehe
* This notifies you that a new contact or repeater was discovered when it advertised. (Most Room Messages
annoying)
e Contacts Full e
. Willtno;tifg/ you when your contact list is full based off the companion node. (Usually 250-300 St o
contacts.

Contacts Full
When your contacts list is full

* To edit notification settings:
1.  Click on the gearicon.
2 Scroll down to notification settings.
3.  Then check what notifications you want to be notified of.
4 Click back to save settings.



Node Backup and Restore

* Backup your node:

1.
2.

3.

/A,

5.

Click on the gearicon

Scroll down to “Extra Tools"”

Tap “Export Config”

* This may take time to generate the config for export

Then you will be prompted to select what you want to backup.

* This will backup most if not everything including radio settings your public keys,
Channels, Contacts, your contact name, along with location, and other settings.

Then save the config

* Restore your node:

1.

g B W N

o

Click the gear Icon

Scroll down to “Extra Tools"”
Tap “Import Config”

Tap "Select File”

Select the file that has your contact name on it as this is likely the
correct backup.

Then select what you want to recover and then tap the checkmark
when you are done.

You will get a green conformation box indicating that the config was
imported successfully.

& Export Config
® Please select data to export.
Select All Deselect All

Name
5DB5A305

Private Identity Key

Your private key must be kept secret. It should
only be exported as a backup.

Public Key: <5db5a3...efbc87>

Private Key: <hidden>

Radio Settings
Frequency: 910.525 MHz
Bandwidth: 62.5 kHz
Spreading Factor: 7
Coding Rate: 5

TX Power: 22

Position Settings
0.0,0.0

Other Settings
Manual Add Contacts: 1
Share Position in Advert: 0

Auto Add Settings

Auto Add Chat Users: false
Auto Add Repeaters: false
Auto Add Rool rvers: false
Auto Add Sen: alse

Auto Add Max Hops: (no limit)
Overwrite Oldest: false

MeshCore @ &
0100% - 5DBSA305
Q_ Ssearch 1 Channel Y
Public
@ messages receive: d
2 () 1]
Channels Map
v < Import Config
O
O

Import Config

Select a companion configuration file

Select File

<&«

Settings

Extra Tools

B
<]
3
[ ]
-
|

(¢]

Import Config

Export Config

Export App Database

Purge Data

Bug Reporting

Debug Logs

Factory Reset

Reboot

Device Info

@ Channels: 9/40
Contacts: 188/350

Storage
2% used * 55kb / 3169kb

< Import Config
@ Please select data to import.
Select All Deselect All

Name
5DB5A305

Private Identity Key

Importing this private key will overwrite your

current identity.
Public Key: <5db5a3...efbc87>
Private Key: <hidden>

Radio Settings
Frequency: 910.525 MHz
Bandwidth: 62.5 kHz
Spreading Factor: 7
Coding Rate: 5

TX Power: 22

Position Settings
0.0,0.0

Other Settings
Manual Add Contacts: 1
Share Position in Advert: 0

Auto Add Settings

Auto Add Chat Users: false

Auto Add Repeaters: false
o -



MeshCore Tools

* There are various helpful tools that are provided in
the MeshCore App.

* These tools can help you with things like checking
repeater coverage, check if you're “in service range”,

tracing repeater paths, and checking your noise floor.

* To access these tools, tap on the 3 dots in the right
top corner and select “Tools".

* The tools on MeshCore are more versatile and
verbose compared to Meshtastic.

MeshCore

1100% * S5DB5A305

Q_ Search 1 Channe

tttttttt

nnnnnnnn

< Tools

Trace Path + Manual

rrrrrrrrrrrrrrrrrrr

Trace Path + Using Map
cting re|

I] Trace a path by selecting repeaters on a
maj

Antenna Coverage
Check coverage on a ma

@)
Line of Sight
Check line of s
Rx Log

Watch live log of received packets

nnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Trace Path

* Trace Path is a useful tool that can let you trace
repeaters and check if they can create a path.

* There are two ways you can check path:

1. You can check manually by searching for repeaters via
name or ID

When using this you will need to list the repeaters sequentially

2. You can check visually by using the map (this will not
work if the repeater’s location is not advertised)

This method is more user friendly

You tap the repeater that you want to ping first then the next one
and so forth.

You can tap those repeaters in reverse order to have it route back to
the original repeater if you desire (most effective test).

&

@

(e)

Tools

Trace Path + Manual

Trace a path by entering it, or selecting

repeaters from a list

Trace Path  Using Map

Trace a path by selecting repeaters on a

map

Antenna Coverage
Check coverage on a map.

Line of Sight
Check line of sight on a map.

Rx Log

Watch live log of received packets

Discover Nearby Nodes

Scan the network for nearby nodes.

Noise Floor
Watch noise floor in realtime.

&«

o Please select repeaters to trace. You must be able to

Trace Path

hear the last repeater directly.

<>

Path Size
1-byte (max 64 hops)

X

2

Select Repeaters

Search

¥

Path
e.g: aa,bb,cc

Run Trace

&«  Trace Path

o Tap repeaters to set a path. You must be able to hear

Moy s

the last repeater directly.

~~og,
Run Trace

Los Alamos

Duration: 1178ms

@

@

@

m

(O]

(O]

@

w

W

@

434 Rio Rancho Repeater
<273b1ee3...d5a5126d>

87547-3626 Repeater
<9ff5ae40...1ef387e9>

Alt-tin Brown
<98969b96...9297114>

Aspen %
<093ca2f6...a8afc1f1>

ATALAYA W
<35befd7a...cdc6a018>

BajotumnIT_Base
<7¢1c83e4...0d2a3504>

Bearcat Repeater (Solar
<89d9731b...516b875d>

BernCo OEM Rpt
<c7abd0ad...52ca93c6>

Candlelight Repeater
<529d345a...5ddbb1f1>

CD-1-MCore



& Tools ¢ Antenna Coverage
Trace Path « Manual ° Long press a point or tap a repeater to check antenna
coverage.

Trace a path by entering it, or selecting u
ma

>
repeaters from a list.
~ 2 Coverage Layers H X
Trace Path * Using Map
I3 Trace a path by selecting repeaters on a »
map. K9POL Repeater .
A g
N
35.113525, -106.714081 g

Antenna Coverage
Check coverage on a map.

@

Antenna Coverage is a very useful tool that can estimate
coverage for repeaters.

This works both for current repeaters along with planning out o Do
new repeater deployments.

There are various layers of maps including topo maps on the
bottom right corner.

To show/hide repeaters tap the antenna icon on the bottom

right.
. . <  Antenna Coverage
You can simply tap on a repeater to see its proposed coverage T

area you can also tap on other repeaters to see overlap
between the repeaters. The red represents coverage.

~ 0CoveragelL Add Point

This tool also works for estimating new potential repeaters.
Just find a spot on the map and press and hold on the screen to
create a new point or go tap on the 3 dots to the right of where
it says "X Coverage Layers” and enter in coordinates in DD
format by tapping “"Add Point”.

Not as accurate as professional software as you cannot put
detailed parameters in.




< Tools & Line of Sight
. - Trace Path - Manua!
I | l e O I Trace Path - Using Map

Line of Sight is similar to Antenna Coverage however, it - |
is for measuring the RF path from one point to another.

° Long press two points or tap repeaters to check line of
sight.

S557NN+5m 46.7°] Point B
[35.11351/-106.71467]
112.2km 132.3d8B

mi
eeeee

Ideal for measuring from one repeater to another. ® I
Helpful when deploying directional antennas.

To manually enter in coordinates, tap the 3 dots in the
upper right corner, tap "Add Point’, and enterin. A
coordinates in DD format. S

o Long press two points or tap repeaters to check line ot
sight.

To show/hide repeaters tap the antenna icon on the
bottom right.

There are various layers of maps including topo maps
on the bottom right corner.




RX Log

* RX Log is mainly used as a diagnostic tool

* Shows the last oo packets.

f you want to see more detai
nackets go to:

| about

nttps://analyzer.letsmesh.net/packets ¢
select ABQ as the region

shows data such as hop count, hop detail,
signal to noise ratio received, public key
of sender, GPS Location (if applicable),
and type of message.

< Tools

Trace Path + Manual
% Trace a path by entering it, or selecting
repeaters from a list

Trace Path * Using Map
I3 Trace a path by selecting repeaters on a
map.

(‘A’) Antenna Coverage
Check coverage on a map.

Line of Sight

Check line of sight on a map

Rx Log
Watch live log of received packets.

()

Discover Nearby Nodes
Scan the network for nearby nodes.

Noise Floor
Watch noise floor in realtime.

Channels Nodes Traces Forum More ~

() MeshCore Analyzer Map
Latest 512 Packets » &
PacketHsh o ===

REGION

TIME Hash SIZE TYPE

REPEATS PAT

¢ Rxlog

Showing 500 Packets

Path Hashes: 1-byte per hop
Type: ROOM

Name: HuRo Mbl Rm Rptr
PubKey: <560c365e...c5544704>
Position: 43.801937,-111.809944

al
11.0dB

) FLOOD ADVERT
8:01:16AM - Size: 129 bytes
Hash: 543841DB68ECOE4D
Path: 2 hops [a3,35]

Path Hashes: 1-byte per hop
Type: ROOM

Name: HuRo Mbl Rm Rptr
PubKey: <560c365e...c5544704>
Position: 43.801937,-111.809944

al
7.25dB

) FLOOD GROUP_TEXT

8:02:48AM - Size: 136 bytes

Hash: DADCDBEE1051041D

Path: 3 hops [83,09,85]

Path Hashes: 1-byte per hop Jl
Channel Hash: 11 3.25d8
Channel Name: Public

Dave MeshPocket: @[1 RKE Tracker] Still

targeting sometime in September to retire and

get busy. ®®

) FLOOD GROUP_TEXT

8:02:48AM - Size: 136 bytes

Hash: DADCDBEE1051041D

Path: 3 hops [83,a3,35]

Path Hashes: 1-byte per hop Jal
Channel Hash: 11 6.0dB
Channel Name: Public

Dave MeshPocket: @1 RKE Tracker] still

targeting sometime in September to retire and

get busy. ®®

MO - 400 Abocpera U5 AtTper


https://www.google.com/url?q=https://analyzer.letsmesh.net/packets&sa=D&source=editors&ust=1787912502250045&usg=AOvVaw0hmzExYy-dfhciSAfRman8

< Tools ¢«  Discover Nodes

b N d =
* Discover Nearby Nodes is a tool that you can use S . eeeee
to search for repeaters or sensors within signal e
O i ) ms
range. e , S
* Sensors can be things like weather sensors or
water level. These are sensors like we talked about
in telemetry. <  Discover Nodes
* The most useful use for this tool is to check if there == S
. . . (@) <s58034d3...303b4639> v
are repeaters in range of your companion. This e
- : AR B oo, ‘
tool is a good way to check if you are within = )
coverage range of a repeater to communicate out.  _ ... " ®
* To find repeaters tap "Discover Repeaters” (can ol

take up to a minute).

* To find sensors tap “"Discover Sensors”



< Tools < Noise Floor

Trace Path - Manual -95dB
%/ Trace a path by entering it, or selecting
repeaters from a lis

|
Trace Path + Using Map
I3 Trace a path by selecting repeaters on a
map.

Antenna Coverage

@
Check coverage on a map.

Line of Sight
Check line of sight on a map

Noise Floor is the overall noise level of signals that are not the
intended signal of what you are trying to receive. o Dromerteniise
“Noisier” areas like cell towers or broadcast towers can affect b i

your noise floor. This is especially important for repeaters.
Your SNR (signal to noise ratio) is affected by your noise floor.

This tool is useful for checking your overall noise floor.

* Anything below -g5dBm is usually bad you may need a
filter

Noise floor might be crucial to monitor on radios like the Heltec
v4 as it has a receive amplifier which will raise the noise floor
overall.

If you have a high noise floor this could be a reason you are not
receiving messages.

To combat this, you may need a 915MHz bandpass filter or a
~900MHz to ~928MHz bandpass filter.



MeshCore Bot

B e
New feature! |
Deployed on a Linux OS and uses a typical LoRa node as a companion. S et
Featured in channels #abgbot #sfbot #weather #test #hamradio ‘an
Examples of commands and functions: W somoe s
* Weather: Wx (zipcode/city,state) i.e. wx 87507 featured on #abgbot, #sfbot, #weather. It also gives paty iy 40 NS

weather alerts based off of Santa Fe on #weather.
Ping: (#sfbot, #abqgbot, #test) simple ping, pong reply.

Test: (#sfbot, #test, #abgbot) this will ping the bot and give you the info of what repeaters you g
went through via hex and the rssi/snr to the bot.

Jokes: (#sfbot, #abgbot): gives out jokes with commands like “joke”, *momjoke”, “dadjoke” ,

Hfcond: (#sfbot, #abgbot, #hamradio) type in “hfcond” it will give you the current Ham Radio HF \ e
conditions for each band in daytime and nighttime conditions.

Trace: (#sfbot, #abgbot, #test) lets you trace out repeaters from where the ravenbot isi.e. “trace cf,
() S) 14

Aqi: (#sfbot, #abgbot, #weather) gives you air quality info of a location with zipcode or city and
state.

Satpass: (#sfbot, #abgbot, #hamradio) this command will return predicted satellite pass info to the
region based on NORAD info ie ISS.

Other commands worth mentioning on #abgbot, #sfbot: catfact, funfact, solar.

Joke

Ground beef.



MeshMapper

MeshMapper is a way to “wardrive” the MeshCore Network via the MeshMapper

App. Android i0S
This app will use your existing MeshCore Companion and connect to it with the app. e p—
To Download the app search for MeshMapper or scan the QR code.

Only 5 active “wardrivers” can be active at a time which you will see on the top right @ E: .........
comer of the screen. T T Y e
After downloading the app: =y

1. Make sure for the first time disconnect your MeshCore companion app by going to the 3 - = .
dots in the top right corner and tapping disconnect.

Open the MeshMapper app

Tap Connect at the bottom of the screen. I

Tap Scan and select the companion that is associated to you. v n

Tap Map at the bottom of the screen. [ B ® B~ x 8 - A °
Then select if you have an external antenna attached to your companion or not.

Now you can either tap “Send Ping” (single ping) or "Hybrid Mode” which will send a ping
every 30 seconds by default. “Passive Mode” allows for you to ping the network offline (no
cell service) as this does not use the #wardriving channel.

To stop automatic pings, tap the same mode that you select that should be highlighted.
9. To disconnect tap the connected icon and then tap disconnect.

N oun P wN

o



ThankYou!

Other classes to come:

 Standalone Meshcore Communicators
* Repeater management and building

Questions?

Feel free to contact me via Email
km6mzf@gmail.com



Resources

MeshCore Information:

https://meshcore.io/

MeshMapper:
https://nodakmesh.org/blog/meshmapper-wardriving-coverage-guide

https://abg.meshmapper.net/

MeshCore Analyzer:

https://analyzer.letsmesh.net/packets

MeshCore Bot:
https://github.com/agessaman/meshcore-bot



https://www.google.com/url?q=https://meshcore.io/&sa=D&source=editors&ust=1787912502917054&usg=AOvVaw2LuAIBk5Ch-3TG__JTsZi6
https://www.google.com/url?q=https://nodakmesh.org/blog/meshmapper-wardriving-coverage-guide&sa=D&source=editors&ust=1787912502917993&usg=AOvVaw3_dftLz6wLlY_Jla94Cv0V
https://www.google.com/url?q=https://abq.meshmapper.net/&sa=D&source=editors&ust=1787912502918577&usg=AOvVaw04wlvcmLpOd7i_MyXIQ6cs
https://www.google.com/url?q=https://analyzer.letsmesh.net/packets&sa=D&source=editors&ust=1787912502919314&usg=AOvVaw3jBP7TRd5iymZ3oYNEmC21
https://www.google.com/url?q=https://github.com/agessaman/meshcore-bot&sa=D&source=editors&ust=1787912502920072&usg=AOvVaw3Vz0iBGe_IOUuZ4OvnSsxk

